Security in Computer Networks

Improvements of DES (1)

* Double DES
— two encryption stages, two keys
K, K,
| l
p— e X HE}l—C

— Meet-in-the-middle Attack

— plaintext attack succeeds with an effort of 256
despite of the key length of 112 bits
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Improvements of DES (2)

» Tripple DES encryption
— two encryption stages, one decryption stages

K Ky K;

b4
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p—{e}—{o}—{e}—-c

(a)

— also used with three keys
— Why not use E(K,E(K,,E(K,,P)))?
 Hint: Simple DES
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Advanced Ecryption Standard (1)

» The algorithm must be a symmetric block
cipher.

» The full design must be public.
» Key lengths of 128, 192, and 256 bits supported.

» Both software and hardware implementations
required

 The algorithm must be public or licensed on
nondiscriminatory terms.
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Advanced Ecryption Standard (2)

 Rijndael became the AES in October 2000.

The standard was introduced in 2001with some
more specifications.

Block length: 128 bit/16 byte (Rijndael allows
other block length as well)

Key length: 128, 192 oder 256 bit
A block is encyphered in several rounds.
Number of rounds depends on the key length.
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Block Treatment

1. Block transfer in State (16 bytes)
2. AddRoundKey
3. For r=1 to #rounds-1:
- SubBytes
- ShiftRows
- MixColumns
- AddRoundKey
4. SubBytes
5. ShiftRows last round
6. AddRoundKey
7. State transfer to cipher block (16 bytes)
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State
input bytes State array output bytes
ing | ing | ing | in; Soo | Soq | Soz | Sos ouly | outy | outy |out |y
iny | ins | ing |in; % Sto | S | S12 ] Sz % outy | outs | outy |out 3
iny | ing |img | ingy San | S21 ] S22 | S2n oty | oty |out gl oty
ing | ing |inyy | ins Sap | S0 | Sz | Sas outy | outy |out |out

o With AES the state is always a 4x4 matrix.

 Rijndael allows other block sizes, but the
number of rows of the state is always 4 (hence
with larger blocks the number of columns is
increased).
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AddRoundKey

Bitwise XOR of each column of the state with the
appropriate round key determined by K.

| = round * Nb
Sl], ‘S(}
g ot e =~ B
: 5, . L 2 | Wies K 52 .
]| 55, 2] 50s ol s ]
SubBytes
SubBytes substitutes each byte of the State by a
value determined by a substitution matrix, called
S-Box.
¢ o e s S-Box
So 1 --:u.:J).-—*' - § Son | ¥ 503
SLo g ‘\.: 513 Si ¢ I S13
%30 ‘3_|‘ § S, - s;, s-ili T § sj o
a0 | S50 |9 Sy 5y \_'H $1 s;
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S-box
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0 1 2 3 4 5 6 7 8 9 a b c d e £
0[ 63| 7c| 77 | 7Tb | £2 | 6b| 6 | 5| 30| 01| 67| 2b | fe | 47 | ab | 76
llca| 82| ¢5| 7d| fa | 59| 47| £f0] ad| d4 | a2 | af | 9¢ | a4 | 72 | <0
2| b7 | £d| 93 | 26 | 36 | 3f | £7 | cc | 34 | a5 | e5| £1 | 71| 4B | 31 | 15
31 04| ¢7| 23| 3| 18| 96| 05| %a | 07| 12| 80| e2 | eb | 27| b2 | 75
4] 09| 83| 2c| 1la| 1b | 6ée| 5a| a0 | 52| 3b | d6 | b3 [ 29 | e3 | 2f£ | 84
5] 53| d1| 00| ed| 20| fc| b1 | 5b | 6a| cb | be | 39| 4a | 4c | 58| cf
6] d0 | ef | aa | fb| 43 | 4d| 33| 85| 45| £9 | 02| 7T£| 50| 3c | 9f | a8
x 7] 51| a3 | 40| 8£| 92| 9d| 38| £f5 | be | b6 | da | 21 | 10 | ££ | £3 | d2
8led| Oc| 13| ec | 5£| 97| 44| 17| c4| a7 | 7e| 34| 64 | 54| 19| 73
91 60| 81| 4f | dec | 22| 2a| 90| 88| 46 | ee [ b8 | 14| de | 5e | 0b | db
al e0| 32| 3a| 0a| 49| 06| 24 | S5c| c2 | d3 | ac| 62| 91 | 95 | ed | 79
bl e7 | c8| 37| 6d| 8d| d5| 4e | a% | 6c | 56 | f4 | ea | 65 | 7a | ae | 08
c|ba| 78| 25 | 2e | 1c | a6 | b4 | c6 | e8| ad | 74| 1f | 4b | bd | 8b | 8a
d|l 70| 3e| b5 | 66| 48| 03| £f6 | Oe | 61| 35| 57| b9 | 86 | c1 | 1d | Ye
elel| £8| 98| 11| 69| d9| 8e | 94| 9b | 1e | 87| €9 | ce | 55| 28 | Af
| 8c | a1| 89 | 0d | bf | e6 | 42 | 68| 41| 99| 2d| Of | b0 | 54 | bb | 16
Values are given in hexadecimal notation.
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ShiftRows ()
Seol S 18215, Sl S 18,018, 3
5 5

Slﬁ i -“||_| N-l_] ‘\li] 3 'Sll;u_u -\'-j|_| ‘\II_E ‘\H__\

Sto ] S [ Sz [ s @] S [ %2 | S | e

S2.0 | %20 [ S22 %23 @ Y22 [ %23 | 920 | 521

S3.0 [ %30 | 832|933 @ S33 [ 330 | S | Y32
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MixColumns (1)

MixColumns ()

| Soe 7£f I T Stbl.u- R

-“'r;_u -\-.'I_J '\IZZI,_‘- “H_H "IJ.E “II_."
S1.0 *1 Sta [ 13 J S ﬂz ﬂa
550 524 § 8, T Séx' 555 x;l
2ol 33 S1o | S ¥y S3e I8, s1
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MixColumns (2)

Multiplication of the state with a defined
polynom column by column:

a(x) =103 + {01+ {01lx + {02}

Hence:
o] [02 03 o1 01][s,.]
si. | |01 02 03 OLffs,,
so | lo1 o1 02 03]]s,.
s.. | [03 01 01 02]fs;,
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Key Treatment (AES)

» Key length determines the number of rounds

Key length (bit) # rounds
128 10
192 12
256 14

» Key expansion
* Round key selection
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Key Expansion (AES) (1)

 Cipher key K is changed into an expanded key K.
» Expanded key W W, W,....\W , 4 0ungse3 CONSIStS Of
4 - 4 . (#rounds+1) bytes
=4 . (#rounds+1) 4-byte-words
ks the number of columns of the key matrix (always 4
rows)
» W, to W,_, correspond with the cipher key.
» W, are results of XORs, substitution and rotation.

« All other W, are results of the XOR of the (substituted)
previous W, ; and the k" predecessor W, .
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Key Expansion (AES) (2)

* W,.W, =K

e imodk=0:W,=W,, ®W
with W = SubByte(RotByte(W,_;)) © Rcon(i/k)

» RotByte: cyclic left shift of the bytes of the word

» Rcon can be considered as a round constant.

e i>Kk-1andimodk#O:
if k>6and i mod k =4: W;=W,, ®© SubByte(W, )
else: W, =W, ®W,,
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Round Key Selection (AES)

» Round keys are taken from the expanded key Kc.
» Each round key consists of 4 words (4x4 bytes).

o First round key consists of the first 4 Ws
(W,...W,), the second round key of the following
4 Ws (W,..W,), ...

WO Wl WZ W3 W4 W5 W6 W7 WS W9 WlO Wll W12 W13

Round key 0 Round key 1 Round key 2

Example for k = 6)
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Round Key Selection (AES)

» Round keys are taken from the expanded key Kc.
» Each round key consists of 4 words (4x4 bytes).

 First round key consists of the first 4 Ws
(W,...W,), the second round key of the following
4 Ws (W,..W,), ...

WO Wl WZ W3 W4 W5 WG W7 W8 W9 WlO Wll W12 W13

Round key 0 Round key 1 Round key 2

Example for k = 8)
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